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(54) IC card having memory contents transfer control unit and method of storing data in IC card 



(57) For addressing a problem of a long connecting 
time of an I C card (100) with an information processing 
apparatus and a long external power supply time due to 
storage of data in a non-volatile memory area even after 
the IC card has completed processing, the present in- 
vention provides techniques for notifying the information 
processing apparatus connected to the IC card of the 



completion of the processing at the time the IC card has 
completed the processing, stopping power externally 
suppli ed to the I C card, and switch ing to an internal pow- 
er supply unit (170) of the IC card. Subsequently, the 
internal power supply unit is used to transfer data, the 
contents of which must be ensured from a volatile mem- 
ory (230) to a non-volatile memory (240) to thereby 
solve the problem mentioned above. 
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Description 

[0001] The present invention relates to an IC card 
equipped with a plurality of types of update capable 
memories which update the contents thereof at different 
processing speeds, and a memory control method 
therefor 

[0002] Conventionally, when information (hereinafter 
called the "data") received from an information process- 
ing apparatus connected with an IC card is stored in a 
region of memories equipped in the IC card, the data is 
mainly stored in RAM (Random Access Memory) or in 
EEPROM (Electrically Erasable and Programmable 
Read-Only Memory). 

[0003] When RAM is used to store data, the RAM pro- 
vides a faster processing speed for updating stored data 
than EEPROM. However, since the RAM is a volatile 
semiconductor device, it must be continuously supplied 
with power for retaining data therein. While a battery 
may be used for supplying electric power to RAM, the 
powering of RAM with a battery arises a problem that 
when the lifetime of the battery expires so that the power 
supply to RAM is failed, data stored in the RAM will be 
lost. 

[0004] When EEPROM is used for storing data, no 
electric power need to be supplied thereto for retaining 
stored data because the EEPROM is a non-volatile 
semiconductor device. However, the EEPROM is disad- 
vantageous in that its processing speed for updating da- 
ta stored therein is extremely lower as compared with 
that of RAM. 

[0005] Therefore, a conventional IC card is equipped 
with RAM and EEPROM each having a memory capac- 
ity required for a particular application, and externally 
supplied with electric power required for executing 
processing associated with the IC card. The processing 
associated with the IC card is executed using data on 
the RAM. Data which should be held and ensured even 
after the completion of processing is transferred from 
the RAM to the EEPROM. 

[0006] JP-A-8-77081 and JP-A-9-259029 describe a 
buffer memory, and an EEPROM. 
[0007] The prior art techniques have the following 
problems to solve. A time required for the IC card to 
complete processing requested by the information 
processing apparatus is predominantly dependent on a 
processing time required to update data in the EEP- 
ROM. It is necessary to continuously power the IC card 
from the outside and maintain the connection of the IC 
card with the information processing apparatus until the 
IC card notifies the information processing apparatus 
that data in RAM or the buffer memory has been trans- 
ferred to the EEPROM. 

[0008] It is an object of the present invention to reduce 
a time period in which an information processing appa- 
ratus is connected with an IC card. 
[0009] It is another object of the present invention to 
charge an internal power supply unit built in an IC card 



using an external power supply unit. 
[0010] It is a further object of the present invention to 
switch a power supply unit to use depending on the con- 
tents of processing performed on an IC card. 

5 [0011] An IC card is provided with a processing exe- 
cution unit for processing data received from an infor- 
mation processing apparatus using a volatile memory 
capable of updating stored data at a higher speed. Upon 
completion of the processing on the received data in the 

to processing execution unit, the information processing 
apparatus is notified of the completion of the processing. 
When the data includes any portion which must be pre- 
served, a power supply control unit stops an external 
power supply unit to switch to an internal power supply 

*5 unit. Then, a memory contents transfer control unit 
transfers the data which must be preserved from the vol- 
atile memory to a non-volatile memory which updates 
stored data at a lower speed for storage therein. 
[0012] In the drawings 

20 

Fig. 1 is a block diagram illustrating the configura- 
tion of an IC card according to an embodiment of 
the present invention; 

Fig. 2 is a block diagram illustrating the hardware 
25 configuration according to the embodiment of the 
present invention. 

Fig. 3 is a block diagram illustrating a hardware con- 
figuration for realizing the present invention; 
Fig. 4 shows a transfer data area information table 
used in the processing for controlling a transfer of 
memory contents; 

Fig. 5 is a flow chart illustrating the processing for 
invoking memory contents transfer control process- 
ing and power supply control processing; 
35 Fig. 6 is a flow chart illustrating the processing for 
registering data in a transfer data area information 
table; 

Fig. 7 is a flow chart illustrating the processing for 
transferring data from RAM to EEPROM; and 
^0 Fig. 8 is a flow chart illustrating the processing for 
power supply control. 

[0013] An embodiment of the present invention will 
hereinafter be described with reference to the accom- 

45 panying drawings. Fig. 1 is a block diagram illustrating 
the functional configuration of an IC card 100 which im- 
plements an embodiment of the present invention. The 
IC card 100 is composed of a memory contents transfer 
control unit 120; a power supply control unit 130; a 

50 processing execution unit 110; and a read-only and thus 
update incapable memory (ROM) 140; a readable and 
thus update capable memory 150; an input/output inter- 
face (I/O) 1 60; and internal power supply unit (recharge- 
able buttery) 170. The IC card 100 is connected to an 

55 information processing apparatus through a communi- 
cation channel 180 : and connected to an external power 
supply unit through a power supply line 1 90. The IC card 
100 is equipped, as the memory 150 which is capable 
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of updating data stored therein, with a plurality of types 
of memories having different speeds for updating data. 
In Fig. 1 > the IC card 100 is equipped with two types of 
memories: a fast memory 151 having a higher data up- 
date speed and a slow memory 1 52 having a lower data 
update speed. 

[0014] Although illustration is omitted, the IC card 100 
may be connected to an information processing appa- 
ratus in a non-contact fashion (through radio waves or 
the like). In this event, since electric power supplied from 
the communication channel 180 is used as external 
electric power, the power supply line 190 is connected 
from an electric power generator circuit disposed in the 
input/ output interface (I/O) 1 60 to the power supply con- 
trol unit 130. 

[0015] Fig. 2 is a block diagram illustrating the hard- 
ware configuration of the IC card 100. Specifically, Fig. 
2 illustrates in block diagram form the hardware config- 
uration required for a CPU 210 to execute the functions 
of the memory contents transfer control unit 120, the 
power supply control unit 130 and the processing exe- 
cution unit 110. Generally, a CPU is implemented by a 
single semiconductor device so that power supply can- 
not be controlled for individual internal circuit blocks. Re- 
cently, with an increasingly higher density of circuits 
mounted in a semiconductor device, peripheral circuits 
can be incorporated in a CPU chip, and power supply 
control can also be performed individually for each of 
peripheral circuits incorporated therein. It should be not- 
ed that this embodiment can be equally applied to either 
a normal CPU or a CPU which is capable of controlling 
power supply to each of its peripheral circuits. When us- 
ing a CPU capable of controlling power supply to each 
of peripheral circuits, the memory contents transfer con- 
trol unit 120 and the power supply control unit 130 are 
each implemented as a peripheral circuit incorporated 
in the CPU 210. The power supply control for this case 
is similar to an embodiment of Fig. 3 as described below. 
[0016] Fig. 3 is a block diagram illustrating another 
hardware configuration of the IC card 100. Specifically, 
Fig. 3 illustrates the hardware configuration when the 
functions of the memory contents transfer control unit 
1 20 and the power supply control unit 1 30 are executed 
by a dedicated processor 310 (coprocessor) or imple- 
mented by a dedicated circuit, with the function of the 
processing execution unit 110 being executed by the 
CPU 210. 

[0017] While the contents of a memory can be read 
out in either Fig. 2 or Fig. 3, the memory 140, which is 
capable of reading the stored contents therefrom but is 
not capable of updating the contents, corresponds to 
ROM 220; the fast memory 151, which is capable of 
reading and updating the stored contents, and has a 
higher memory contents update speed, corresponds to 
RAM 230; and the slow memory 152, which is similarly 
capable of reading and updating the stored contents, but 
has a lower memory update speed, corresponds to 
EEPROM 240. While the RAM 230 and EEPROM 240 



are similar in that they are both capable of reading and 
updating their contents, the RAM 230 is a volatile mem- 
ory which loses the contents stored therein when the 
power is off, whereas the EEPROM 240 is a non-volatile 
5 memory which does not lose the contents stored therein 
even if the power is off. 

[0018] For bringing the IC card 100 into an executable 
state, it must be provided externally with electric power 
through the power supply line 1 90. The supplied electric 

to power is distributed through the power supply control 
unit 1 30 to the memory contents transfer control unit 1 20 
and the processing execution unit 110, the update inca- 
pable memory (hereinafter called the "ROM") 140; the 
memory 151 which can be updated and has a higher 

*s speed for updating the stored contents (hereinafter 
called the "RAM"); the memory 152 which can be updat- 
ed and has a lower speed for updating the stored con- 
tents (hereinafter called the "EEPROM"), and the I/O 
160, as well as to the internal power supply unit 170 for 

20 recharging. 

[001 9] The IC card 1 00 receives a processing request 
from the information processing apparatus through the 
I/O 160 by connection with the information processing 
apparatus through the communication channel 1 80. The 

25 processing execution unit 1 1 0 analyzes the contents of 
the received processing request, and causes the CPU 
210 to execute the processing in accordance with the 
contents of the processing request. An example of ex- 
ecution method is to start and execute a processing pro- 

30 gram stored in the ROM 220 or the EEPROM 240 which 
meets the contents of the processing request. For the 
execution, data stored in the ROM 220 and the EEP- 
ROM 240 is used as required to store data in the RAM 
230 or update data stored therein. Upon completion of 

35 the execution of the processing in the IC card 100 for 
responding to the processing request received from the 
information processing apparatus, information indica- 
tive of the completed processing or information on the 
processing result is transmitted to the information 

40 processing apparatus through the I/O 160. Some data 
which need be stored in the EEPROM 240 for storage 
and retention in the IC card 100, as a result of the 
processing executed in response to the processing re- 
quest from the information processing apparatus, has 

45 been stored in the RAM 230 during the processing as- 
sociated with the processing request, so that the data is 
transferred to a predetermined area in the EEPROM 
240 asynchronously under the control of the memory 
contents transfer control unit 120. Here, "asynchronous- 

so |y n means that even if data which need be stored in the 
EEPROM 240 is produced in the RAM 230 during the 
processing associated with a processing request, the 
data is not transferred to the predetermined area in the 
EEPROM 240 each time such data is produced, but all 

55 data that need be stored in the EEPROM 240, accumu- 
lated during the processing, are collectively transferred 
from the RAM 230 to the predetermined area of the 
EEPROM 240 after the completion of the processing as- 
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sociated with the processing request. 
[0020] Fig. 4 shows a memory map associated with a 
transfer data area information table which is stored in 
the RAM 230 for executing the processing of the mem- 
ory contents transfer control unit 120. When data re- 
quired to be stored in the EEPROM 240 is stored in the 
RAM 230, the memory contents transfer control unit 120 
creates a fixed-length transfer data area information ta- 
ble (hereinafter simply called the "information table") 
400 for storing a start address of an area in the RAM 
230 for storing the data therein (source area start ad- 
dress) 401; a transfer data area length 402; and a start 
address of an area in the EEPROM 240 for storing the 
data therein (destination area start address) 403, and 
registers the information table 400 in a transfer data ar- 
ea information table area 410 in the RAM 230. The 
transfer data area information table area 410 is located 
such that its start address is always fixed, and is provid- 
ed with a location 411 for storing an information table 
information end address at the head of the area 410. 
[0021] Fig. 4 shows a state in which the transfer data 
area information table area 410 is allocated to a fixed 
area indicated by addresses from B A000 U to "A090" in 
the RAM 230, wherein the information tables 1 - 3 are 
sequentially registered from address " A01 0", and the in- 
formation table end address 411 contains address 
"A040" which is next to the end address of the informa- 
tion table 3. 

[0022] In Fig. 4, the information table 1 indicates that 
data 1 is stored over the length of L1 bytes from address 
W A100 U in the RAM 230, and that its destination is ad- 
dress "B300" in the EEPROM 240. Also, transfer data 
2, 3 are indicated by the information tables 2, 3 in a sim- 
ilar manner in Fig. 4. 

[0023] The memory contents transfer control unit 1 20 
executes the memory contents transfer processing se- 
quentially from the information table 1 with reference to 
the source area start address 401 , the transfer area data 
length 402 and the destination data area start address 
403 set in the information table 400, and terminates the 
transfer processing when the address next to a trans- 
ferred information table exceeds an address set in the 
information table end address 411. H A010 U set in the in- 
formation table end address 411 indicates that no infor- 
mation table to be transferred is registered, while an ad- 
dress "A090" or higher set in the information table end 
address 411 indicates the transferdata area information 
table area 410 is used up by information tables. 
[0024] Fig. 5 is a flowchart illustrating low power state 
transition processing (S500) executed by the process- 
ing execution unit 1 00 for invoking the memory contents 
transfer processing (S700) and power supply control 
processing (S800). 

[0025] The tC card 100 transitions to a low power 
state (sleep state) for reducing power consumption 
when there is no processing to execute. The transition 
to the low power state is carried out when the IC card 
100 is waiting for a processing request from the infor- 



mation processing apparatus or waiting for data to be 
received. Further, the IC card 1 00 also transitions to the 
low power state after it has completed predetermined 
processing, before it is disconnected from the informa- 
5 tion processing apparatus, and before external power 
supply is stopped. 

[0026] In the lower power state transition processing 
(S500), it is first determined whether or not processing 
associated with the IC card 100 has been completed 

* o (S51 0). If the processing has been completed, the infor- 
mation processing apparatus is notified of the comple- 
tion of the processing (S530), the power supply control 
processing is executed (S800), and then the memory 
contents transfer processing (S700) is entered! In the 

is power supply control processing (S800), the IC card 1 00 
is switched to an internal power supply unit to stop the 
external power supply, details of which will be described 
later. If the processing associated with the IC card 100 
has not been completed, the memory contents transfer 

20 processing (S700) is entered. Details on the memory 
contents transfer processing (S700) will be described 
later. After executing the memory contents transfer 
processing (S700), low power state transition process- 
ing (S520) is executed to bring the IC card 100 into the 

25 sleep state. In the sleep state, the IC card 100 is waiting 
for a processing request or an interrupt for receiving da- 
ta. 

[0027] Fig. 6 is a flow chart illustrating registration 
processing (S600) for registering the transfer data area 

30 information table (information table ) 400 with data to be 
stored in the EEPROM 240 when such data is detected 
in the processing execution unit 110. 
[0028] It is first determined whether or not an addition- 
al information table can be accepted to the information 

35 table 400 (S610). Specifically, the value of the informa- 
tion table end address 411 shown in Fig. 4 is compared 
with the area of the transfer data area information table 
410 ("A000 M - "AO^") to determine whether or not an 
additional information table can be accepted in the area 

40 of the transfer data area information table 41 0. If no ad- 
ditional information table is acceptable in the area of the 
transfer data area information table 410, data transfer 
processing is executed for the information table to be 
added (S640). Specifically, data corresponding to the in- 

45 formation table to be registered is written into a prede- 
termined area in the EEPROM 240. Conversely, if an 
additional information table is acceptable, the source ar- 
ea start address 401, the transfer data length 402 and 
the destination area start address 403 are set based on 

50 the address or location indicated by the information ta- 
ble end address 411, and the additional information ta- 
ble is registered as an information table 400 (S620). Af- 
ter the information table has been registered, the length 
of the information table 400 is added to the value pres- 

55 ently stored in the information table end address 411 
(S630). 

[0029] Fig. 7 is a flow chart illustrating memory con- 
tents transfer processing (S700) executed by the mem- 
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ory contents transfer control unit 1 20 for transferring da- 
ta stored in the RAM 230 to a predetermined area in the 
EEPROM 240. It is first determined with reference to the 
value in the information table end address 411 whether 
or not any information table 400 is registered (S710). If 5 
no information table 400 is registered (In the case of Fig. 
4, the value in the information table end address 411 is 
"A010 n ), the power supply control processing (S800) is 
executed (substantially, no processing is executed), fol- 
lowed by the termination of the memory contents trans- io 
fer processing (S700). If some information tables 400 
are registered, the first information table is designated 
as a target, and its start address is fetched (in the case 
of Fig. 4, the start address "A0 10" of the information ta- 
ble 1 is fetched) (Step S720). Subsequently, the validity 75 
is determined for a source area start address 401, the 
destination area start address 403 and the transfer data 
area length 403, set in the information table 400 (S730, 
S740, S750). If any invalid value is detected during the 
determination at S730 - S750, the data contents transfer 20 
processing is aborted for the information table under 
processing, and the next information table is processed 
(in the case of Fig. 4, "A020" of the information table 2 
is fetched) (S770). Conversely, if the validity is con- 
firmed for the data registered in the information table 2s 
400 in the determination at S730 - S750, data having a 
length indicated by a transfer data area length 403 in 
the RAM 203, indicted by the source area start address 
401 , is transferred to an area in the EEPROM 240 indi- 
cated by the destination area start address 403 (S760). 30 
After the completion of the transfer processing, the next 
information table is processed (S770). The address val- 
ue of the information table fetched at S770 is compared 
with the value in the information table end address 411 
(S780), and the processing from S730 - S770 is repeat- 35 
ed if the value of the start address of the information 
table to be next processed is less than the value in the 
information table end address 411. Conversely, if the 
value of the start address of the information table to be 
next processed is equal to or more than the value in the *o 
information table end address 411 , this means that the 
memory contents transfer processing has been termi- 
nated. In Fig. 4, the information table 1 is used to transfer 
the contents of data having LI bytes from address 
"A100 M in the RAM area 230 to an area over L1 bytes 
from address *B300 n in the EEPROM area 240. At the 
time the processing corresponding to the information ta- 
bles 1 - 3 has been terminated, the information table end 
address 411 is set to a value M A010 d , and the power sup- 
ply control processing (S800) is executed for stopping so 
the power from the internal power supply unit, followed 
by the termination of the memory contents transfer 
processing (S700). 

[0030] Fig. 8 is a flow chart illustrating the power sup- 
ply control processing (S800) invoked from the low pow- 55 
er state transition processing (S500) or from the mem- 
ory contents transfer processing (S700), and executed 
by the power supply control unit 1 30. 
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[0031] It is first determined whether or not a request 
has been made for switching the power source from an 
external power supply to an internal power supply unit 
170 (S810). If such a switching request is made (invoked 
from S510), the power source is switched to the internal 
power supply unit 170 (S850). Conversely, if no power 
supply switching request is made, it is determined 
whether or not an internal power supply stop request is 
made (S820). If the stop request is made, it is deter- 
mined whether or not processing in the IC card 100 has 
been terminated (SB60), and the power from the internal 
power supply unit 170 is stopped if the processing has 
been terminated in the ICcard 100 (S870), whereas the 
power from the internal power supply unit 170 is main- 
tained if the processing has not been terminated. If nei- 
ther the power supply switching request nor the internal 
power supply stop request is found in the determination 
at S810, S820 (though illustration is omitted, the power 
supply control processing (S800) is started when the IC 
card 1 00 is connected to the information processing ap- 
paratus, and the IC card 100 enters this state), the pow- 
er source is set to any external power (S830), and the 
IC card 100 is set such that the supplied external power 
can be accumulated (charged) in the internal power sup- 
ply unit 170 (S840). 

[0032] When the power source has been switched to 
the internal power supply unit 170 (S850), data stored 
in the RAM 230 will not be lost even if the externally 
supplied power to the IC card 1 00 is stopped, since the 
internal power supply unit 1 70 is supplying the power to 
the RAM 230, so that the memory contents transfer 
processing can be executed. Thus, at the time data re- 
quired to be stored in the EEPROM 240 is stored in the 
RAM 230 which can update stored contents faster than 
the EEPROM 240, the information processing appara- 
tus is notified that the processing in the IC card 100 has 
been completed, so that the IC card 100 can be discon- 
nected from the information processing apparatus. As 
a result, the amount of IC card processing per unit time 
can be increased in a system which uses the IC card as 
a memory card or a prepaid card. 
[0033] With the memory contents transfer control unit 
120, as described above, provided in the IC card, the 
processor equipped in the IC card can execute the 
memory contents transfer processing during an inoper- 
ative state thereof, instead of sequentially transferring 
data, required to be stored in the EEPROM 240, from 
the RAM 230 to the EEPROM 240 each time such data 
is produced during the execution of processing request- 
ed from the information processing apparatus, thereby 
improving the operation efficiency of the processor. It is 
therefore possible to reduce a time period from the time 
the IC card is connected to the information processing 
apparatus to the time the IC card executes processing 
for a request from the information processing apparatus, 
and notifies the information processing apparatus of the 
completion of the processing corresponding to the re- 
quest. 
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[0034] Also, since the IC card is provided with the in- 
ternal power supply unit and the power supply control 
unit for supplying the power for the memory contents 
transfer control unit to complete the transfer processing, 
data, the contents of which must be ensured, can be s 
temporarily stored in the faster memory area capable of 
updating the stored contents at a higher speed, and the 
I C card can notify the information processing apparatus 
of the completion of the processing within the IC card at 
the time the IC card has completed all processing except to 
for the memory contents transfer processing for trans- 
ferring the temporarily stored data to a target memory 
area. Even if external power supply is interrupted to the 
I C card and the information processing apparatus in this 
state, the memory transfer processing can be executed is 
under the control of the memory contents transfer con- 
trol unit by supplying the power without interruption from 
the internal power supply unit equipped in the IC card, 
thereby making it possible to reduce a time period in 
which the IC card is connected to the external informa- 20 
tion processing apparatus and to the external power 
supply unit. 

[0035] In a system which employs the IC card of the 
present invention as a memory card or a prepaid card, 
since the system can reduce a time period from the time 25 
the IC card is connected to an information processing 
apparatus to the time the IC card can be disconnected 
from the information processing apparatus upon com- 
pletion of processing, it is possible to increase the 
number of processed IC cards per unit time of the infor- 30 
mation processing apparatus. Particularly, when the IC 
card is used in a ticket examination system or a toll- 
house system in traffic organizations, an increase in the 
number of processed IC cards per unit time effectively 
alleviates confusion or traffic jam at a ticket barrier or a 35 
tollhouse. 

[0036] It will be appreciated from the foregoing that 
according to the present invention, a faster memory is 
used to execute processing associated with the IC card, 
and the IC card notifies an information processing ap- 40 
paratus connected thereto of the completion of the 
processing at the time the- processing is completed, 
thereby resulting in a reduction in a time period in which 
the I C card is connected with the information processing 
apparatus. 4S 



Claims 

1. An IC card (100) for connection with an information 
processing apparatus to perform an operation 
therewith, comprising: 

a processing execution unit (110) for executing 
predetermined processing and notifying said 
information processing apparatus of the com- 
pletion of said processing when said process- 
ing is completed; 



so 



55 



a volatile memory (151 , 230) for executing said 
processing in said processing execution unit; 
a memory contents transfer control unit (120) 
for transferring data : the contents of which must 
be ensured, after said processing execution 
unit has notified said information processing 
apparatus of the completion of said processing; 
and 

a non-volatile memory (150, 240) for storing 
said data, the contents of which must be en- 
sured. 

2. An IC card according to claim 1 , further comprising: 

an internal power supply unit (170) for use by 
said memory contents transfer control unit for 
transferring said data, the contents of which 
must be ensured; and 

a power supply control unit (130) for stopping 
power from an external power supply unit to 
switch to said internal power supply unit. 

3. An IC card according to claim 1 , wherein said mem- 
ory contents transfer control unit transfers data 
stored in a predetermined area of said volatile mem- 
ory to said non-volatile memory. 

4. An IC card according to claim 2, wherein said power 
supply control unit accumulates powerf rom said ex- 
ternal power supply unit in said internal power sup- 
ply unit when said IC card is connected to said ex- 
ternal power supply unit. 

5. A method of storing data in an I C card (100) for con- 
nection with an information processing apparatus 
to perform an operation therewith, comprising the 
steps of: 

processing said data received from said infor- 
mation processing apparatus by a processing 
execution unit (110) using a volatile memory 
(230); 

notifying said information processing appara- 
tus of the completion of said processing, when 
said processing is completed; and 
transferring data, the contents of which must be 
ensured, to a non-volatile memory (240) by a 
memory contents transfer control unit (120). 

6. An IC card (100) having a CPU (210), a volatile 
memory (230) and a non-volatile memory (240), 
comprising: 

a switching unit (1 30) for switching an external 
power supply for use in executing predetermined 
processing using said CPU and said volatile mem- 
ory, and an internal power supply unit (170) for use 
in transferring data from said volatile memory to 
said non-volatile memory. 
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7. An IC card according to claim 6, wherein said pre- 
determined processing is executed using said CPU, 
said volatile memory and a coprocessor (310). 

8. An IC card according to claim 6, wherein said data 5 
to be transferred from said volatile memory to said 
non-volatile memory has been previously specified. 

9. An IC card according to claim 8, wherein said data 

to be transferred is specified by an address in said io 
non-volatile memory. 

10. An IC card (100) having a CPU (210), a volatile 
memory (230) and a non-volatile memory (240), 
said CPU and said volatile memory performing pre- is 
determined processing using external power sup- 
plied thereto through a power supply line (1 90), said 

IC card comprising: 

a data transfer unit (1 20) for transferring data 
in said volatile memory to a non-volatile memory us- 20 
ing an internal power supply unit (170). 

11. An I C card according to claim 1 0, wherein said pre- 
determined processing is performed by said CPU, 
said volatile memory and a coprocessor. 25 

12. An IC card according to claim 10, wherein data 
transferred from said volatile memory to said non- 
volatile memory has been previously specified. 

30 

13. An IC card according to claim 12, wherein said 
transferred data is specified by an address in said 
volatile memory. 

14. A method of switching a power supply in an I C card 35 
(100) having a CPU (210), a volatile memory (230) 
and a non-volatile memory (240), comprising the 
steps of: 

using external power supplied through a power 40 
supply line (190) for executing predetermined 
processing using said CPU and said volatile 
memory; 

stopping the power supplied through said pow- 
er supply line by a switching unit (1 30): and 4 & 
switching to an internal power supply unit (1 70) 
for transferring data from said volatile memory 
to said non-volatile memory. 

1 5. A storage medium readable by a computer for stor- so 
ing a program which embodies the method accord- 
ing to claim 5. 

16. A storage medium readable by a computer for stor- 
ing a program which embodies the method accord- ss 
ing to claim 14. 
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